ITAMATKA JJIA KJIMEHTOB 110
3AIITUTE HH®OPMALTUH
000 MKK «/lenveu 6 oonz KMB»



1. OBILME ITOJIOXEHMA

1.1. Hacrosmas namsTka paspaborana B coorBercTBHY ¢ [Tonmoxenuem banka Poccun ot 17
anpenst 2019 . N 684-T1 «O6 ycTaHOBIEHHH 00S3aTeNBHBIX IS HEKPEIMTHBIX (YHHAHCOBBIX
opraEmsanuil TpeGOBaHWH K OOCCHEUEHHIO 3aIUTHl HMHGOPMAUMH IpPH OCYIIECTBICHHH
NIeATeNbHOCTH B cepe (UHAHCOBBIX DPBIHKOB B LENSIX NPOTHBOACHCTBHS OCYIIECTBICHHIO
HEe3aKOHHBIX hrHaHCOBBIX oneparuity st kuertoB OO0 MKK «/lensru B noar KMB».

1.2. Hacrosmme nmamsTka pasmemaercs B Mectax okasaHus ycayr OOO MKK «/lensru B
nonr KMBy, 6 mom uucne na ogpuyuanvrom cavime OO0 MKK «/lenveu 6 0012y

2. OCHOBHBIE ITOHATHUA

2.1.  H®O - 000 MKK «Jlensru B moar KMB», sBistomeecs HEKpeAUTHOH QHUHAHCOBOH
OpraHM3alMel, OCymeCTBIArOmeld (MHAHCOBbIC ONEPallHd B COOTBETCTBAU €O CT. 76.1
®denepansroro 3akona ot 10 mromst 2002 r. N 86-®3 "O LlentpamsHom OGanke Poccuiickoi
denepanuu (banke Poccun)".

2.2. KimeHT — TpeThe JHMIO, B OTHOIIEHHH KOTOPOTO OCYIIECTBISIOTCS MEPHI IO 3aIIUTE
HHGbOPMAIMH, TOTydaeMoi, IIOArOTaBIMBaEMOl, 00pabaThBaEMOH, Mepe1aBaeMoil ¥ XPaHUMOH
B aBTOMATH3UPOBAHHBIX CHCTEMaXx, HCnoab3yeMbelx HOO.

2.3. BpemoHoCHBII KOA - HPOrPaMMHBIA KO, NPUBOAAINMA K HAapyIIEHHIO INTATHOTO
(GYHKIIMOHUPOBAHUS CPEACTB BEIUUCIUTEILHON TEXHUKH.

2.4.  YCTpOWCTBO — CpEICTBO BBIYMCIMTENBHOM TEXHHKH, HCIOIB3YyeMOE KIHEHTOM H
OTZEJIEeHHOE OT aBToMaTH3MpoBaHHON cucTteMbl HDO, B KOTOPOA COACPXUTCS 3alMINacMasdt
HHGOPMANHS ¥ KOTOPOE MCIONb3yeTcs KIMEHTOM C IENbi0 OCYIIECTBIEHHS (HHAHCOBBIX
onepanuit (MOOHIBHBIN TeedOH, IePCOHATBHBIN KOMIIBIOTED H T.1.)

2.5. HecaHKIWOHHpOBAaHHBIM JOCTYm — JOCTYD K HHQOpPMAMK WA [JEHCTBHA C
pHbOpMAIMel, HapymAlmye O0e30IacHOCTh 3alUINAeMOM  HHQOpMAIHH, C  LENBIO
OCYyINECTBIEHHsS (MHAHCOBBIX ONEpaluil JMIaMM, He OONajamuMu MPaBOM  HX
OCYIIECTBIICHHUS.

3. LIEJIA U ITOPAOK ITPUMEHEHWS MEP

3.1. Hacrosmas namsaTka pazpaboTaHa B CIELYIOLIMUX LEAX:

3.3.1. Uudopmuposanrie Kimentos HOPO 0  BOIMOXKHBIX  pHUCKAaX  IOJY4CHHA
HecanKIMOHUPOBAHHOTO [OCTyNa K 3alluIiaeModl HHGOpMAaluKM C IEeNbI0 OCYIIECTBICHUS
(MHAHCOBBIX ONepalyil TUIaMH, He 00JIaJalOIMMH NIPABOM UX OCYIIECTBICHUS;

3.3.2. UudopmupoBanue  KmmenroB  HO®O o  mepax  1no  OpeIOTBPAMICHHIO
HecaHKIMOHUPOBAHHOIO JOCTyNa K 3alluNacMoi uMH(GOpMaluM, B TOM YHCIE IPH YTpaTe
(morepe, xumenun) KimentoM YCTpoHCTBa, ¢ HCMIOIB30BAHHEM KOTOPOro MM COBEPIIATIHCH
JEWCTBUSA B IE]IX OCYIIECTBICHUS (HHAHCOBOM ONEpalliH;

3.3.3. Undopmuposanue Kimenros HOO o Mepax M0 KOHTPOMO KOHQUrypauuu Y CTPOHCTBa,
C HCIOIB30BaHMEM KoToporo KIIHEHTOM coBepInaroTcs NEHCTBUS B LEIIX OCYIIECTBICHHS
(GbUHAHCOBOMH ONEpayH;

3.3.4. Undopmuposanue KimenroB HPO o Mepax IO CBOEBPEMEHHOMY OOHApYKECHHUIO
BO3/e#cTBHS Bpe1oHOCHOTO KOMa;



3.3.5. Undopmuposanme Kmentos HOPO o pekoMeHIammsx MO 3amure HHQOpMAlMd OT
BO3/EHCTBHS IPOrPAMMHBIX KOJ(OB, IPUBOSIIMX K HAPYIIEHAIO MITATHOTO (YHKIMOHHPOBAHHS
CpE/CTBA BBIMUCTUTENBHON TEXHHKH, B LE/SIX NPOTHBOJEHCTBHS HE3AKOHHEIM (HHAHCOBBIM
oIepanmsM.

3.4, MuUHAMHE3AUAS PHCKOB TMOMydeHHs HecaHKIMOHHPOBAHHOTO NOCTYNa K 3alHIaeMOH
MH(pOPMAIHH JOCTUTAETCS ITyTeM KOMIUIEKCHOTO MOfXofa: Kak co croponsr HQO, tak u co
cropons! Kinenra.

3.2. H®O npunmmaer Meppl IO 3amuTe HHPOpMAIMH B COOTBETCTBHH CO CBOMMA
BHYTPEHHHMH JIOKyMEHTaMH.

3.3, KixeHT NpEHMMAaeT Mephl [0 3al(uTe HH(QOPMAIMM B COOTBETCTBHE C HACTOAIIEH
aMsITKOH.

4. BO3MOXHBIE PUCKU ITOJIYUYEHU ST HECAHKIIMOHUPOBAHHOI'O IOCTVYIIA
K 3AIIUIIAEMOY THOOPMALINN

4.1. K o6muM NpHuYMHAM BO3HMKHOBEHHS DHCKOB MOJyYeHHs HecaHKIMOHMPOBAHHOTO
JOCTYyIIA K 3aMIMIIaeMoi HHPOPMAIMH OTHOCSTCS:

4.1.1. HeorpanudyeHHBI! TOCTYI TPETHHX JIMII K Y CTPOHCTBY;

4.1.2. HeorpaHwdeHHBIA MOCTYN TPETHHX JHMIl K HH(OpMAmMM O MapojsiX H JIOTHHAX,
FCIIONIB3YEMBIX JIJIsl BXOZIa B UHQOPMAIMOHHbIE PECYPCHI;

4.1.3. HecobmopeHue pexuMa KOHQHICHIMAIBHOCTH B OTHOLICHHH 3aIUIaeMOo
uHMOPMAIHH B MHOOPMALKOHHO-TE/ICKOMMYHHKAIMOHHOH ceTd «HTepHeT;

4.1.4. Yrpara (noteps, xumenue) KimuenToM Y CTpOHCTBa;

4.1.5. OTCyTCTBHE HAIJIKAIIETO IPOrPAMMHOI0 00SCTICUCHHS;

4.1.6. OTCYTCTBHE HaJIEXKAIIETO aHTHBUPYCHOTO MPOTPAMMHOT0 00ECTICICHHS;

4.1.7. Hecobmomenne KiueHTOM peKOMEHAAIMi HACTOSAINCH MaMATKM IO  3allHTe
“HGbOpPMAaIUH.

4.2. TlepedeHb NpHYKMH BO3HUKHOBEHHS PHCKOB MOJTy4eHHs HecaHKIMORMPOBaHHOTO JOCTYTIA
K samuiaemMolf mH(OpManmu, OIpeleNeHHBIH 1. 4.1 HacTosIeH NaMATKH, HE SBILACTCH
MCUepIBIBAIONIM. [[pUdMHbl BO3HUKHOBEHHS DPHCKOB MONy4eHHS HeCaHKIMOHMPOBAHHOTO
JOCTYyIA K 3allAIIaeMoil HHPOPMAIMK 3aBUCAT OT KOHKPETHOH CHTYalHH.

5. PEKOMEHJIALIAY 10 IIPUMEHEHUIO MEP T10 ITPEJJOTBPAIITEHUIO
HECAHKIIMOHUPOBAHHOI'O JOCTVYIIA

5.1. B umemsx mnpemorBpainieHus HecaHKIHOHHPOBAHHOTO JOCTyNa K 3aIUInaeMon
pHpOpMAIMKE, B TOM YHCIe NpH yTpaTe (IIOTEpe, XULICHMH) KnuenTom VYcerpo#cTBa, ¢
HCTIONB30BAHAEM KOTOPOTO MM COBEPIIATHCH JEHCTBHS B NENAX OCYIIECTBICHHS (QUHAHCOBOH
oneparu, HOO pekomeHIyeT:
5.1.1. OrpaHu4uTh TOCTYI TPETHUX JHII K Y CTPOMCTBY, B TOM JHUCJIE:

— HE OCTaBJIATEH Y CTPOMCTBO O€3 IPUCMOTPA;

— He MepeaaBarh Y CTPOMCTBO TPETHUM JIUIAM.
5.1.2. OrpaHu9dTh JOCTYI TPETHUX JIMI K HHPOPMAIHH O NapoJIiX M JIOTHHAX, HCII0NIB3YEMbIX
JUI BXOJia B MH(QOpPMAIIMOHHBIE PECYPCHI, B TOM YHCIIE!



— WCIIOJB30BaTh MapOJid, COCTABIEHHBIE W3 OYKB pasMMYHOrO PErucTpa, LU(p H 3HAKOB
NpENUHAHNS;
— WCIOJB30BaTh pa3dHble MApONXA ¥ JIOTHHBI [UI1 BXOJa B pasHble HH(YOpMALHOHHBIE
pecypcesr;
— XPaHUTH JIOTHHBI ¥ TAPOJIH B TalfHEe OT TPETHHX JIHIL;
— He 3aIMCHIBATH U HE XPAaHUTH JOTWHBI U ApOJIH IS BX0Ja B HHGOPMaIHOHHBIE PECYPCHI
Ha OyMa)XHOM HOCHTEIIE;
— HE WHCMONB30BaTh (QYHKIHMIO 3allOMUHAHHS JIOTHHA ¥ Iapojs IIpH BXOAE B
UH(OPMALMOHHBINA Pecypc;
— HE WCIIOIB30BaTh B KAdeCTBE IIApOJisi MMEHA, NAMATHBIE JaThl, HOMEpa TeNe(GOHOB H
IpyTyIo HHOpMALUIO, KOTOpast MOKET OBITh ITOJy4eHa TPETHBUMH JIUIIAMH.
5.1.3. Cobmonars pexxuM KOHGHUICHIHATHHOCTH B OTHOUICHHH 3alNUINaeMOd MHGOpMaluH B
HHOPMAaIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTH «MIHTepHET», B TOM YHCIIE:
— OrpaHWYHMBaTh  JOCTYIl K  YCTpPOMCTBY  pecypcaM B  HH(OpPMALHMOHHO-
TEJIEKOMMYHHUKAITHOHHOH cucteme «IHTEpHETY;
— HUCIIOJIB30BaTh TOJBKO Ha/IeXKHbIe pabodure MmopTaisl A HHGOpPMAIMOHHOITO oOMeHa B
HH(pOpPMaHOHHO-TEIEKOMMyHUKAITMOHHOH ceTH «HTEepHEeTY;
— TIPOBEPATH AAPEC ANEKTPOHHOU IOYTHI OTIIPABHUTEIS IIEPE IPOCMOTPOM MHUCEMA;
— BHHMATEJIbHO aHAJTU3UPOBATH CCHUIKH;
— HE OTKpHIBaTh NMUChMA W BIIOXKEHUS K HHUM, IOJyYEHHBIE IO 3JEKTPOHHOM IOYTE, OT
HEM3BECTHBIX OTIIPAaBUTEINEH;
— HE NEePeXOAMUTh MO0 AaKTHBHBIM CCHUIKaM, IOJYYEHHBIM IO 3JIEKTPOHHOH IOYTE, OT
HEU3BECTHBIX OTIPaBUTENCH;
— He paspemarh JOCTYI IIporpamMmayM, CKayuBaeMbIM U3  HH(GOpPMaIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOH ceT «VIHTepHeT», K M3NMUIIHEH HHOpMAaLUH;
— HE NOJKIIOYaThCd K MNyOnuyHbM OecnpoBomHbM ceTsM Wi-Fi, HesammuImeHHBIM
OecIpOoBOIHEIM CETSIM.
5.1.4. IlpemotBpatuth HecaHKIMOHHPOBAaHHBIA JOCTYN K 3alduinaeModl HHGOpMaUUH IIpH
yTpare (notepe, xumenun) Kimenrom ¥YerpoiicTa, B TOM YHCIIE:
— He3aMeUTUTENHHO COOOMHUTE 0 dakTe yTpats! Y cTpoiictBa HOO;
— HEe3aMEeUTUTENIFHO COOOIMUTH CBOEMY OIIEpaTopy COTOBOM CBs3M O (akTe yTpaThl
VYcerpoiictea u 3abnokupoBats SIM-kapTy;
— 00paTuThCs B PaBOOXPAHUTEIBHbIE OPTraHbl.
5.2. B nmemsx xoHTpons KoH(uUrypauuu YCTpoicTBa, ¢ HCIIOIb30BaHHEM KoToporo KimeHTom
COBEpINAOTCS AECHCTBUS IO OCYIIECTBIECHUIO (hrHAHCOBOU onepanuu, HOO pexoMeHmyeT:
5.2.1. YcTaHOBUTH COOTBETCTBYIOIIEE MIPOrpaMMHOE 00ECIIeUeH e, B TOM YHCIIE:
— OCTaHOBHTH CBOH BHIOOp Ha JTHIIEH3UOHHOM IIPOrpaMMHOM 00€CIICUeHHH;
— CBOEBPEMEHHO YCTaHABJIMBATh JOCTYIIHbEIE OOHOBICHHS ONIEPAIMOHHOMN CHCTEMEI,
— 3arpyarb M YCTaHABIMBaTh IIPOrpaMMHOE OOECIeyYeHHe TOJBKO U3 IMPOBEPEHHBIX
HCTOYHHKOB.
5.3. B memix cBoeBpeMeHHOro oOHapykeHus Bo3xelcTBHsS Bpemonocumoro koma H®O
PEKOMEHyeT:
5.3.1. VcraHOBHTH COOTBETCTBYIOIIEEC AHTHBUPYCHOE IIPOrPAMMHOE OOECII€YeHHEe, B TOM
quce:



— YCTaHOBHTH aHTUBHPYCHYIO 3aLIUTY;
— YCTaHOBHTH aBTOMATHYECKOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;
— OCYIIECTBIIATE PEryJIIPHBIH KOHTPOIb aHTHBUPYCHOH 3alUTEL.

5.3.2. Cobmonarh peKOMEHIAIME HACTOSIIEH TaMSITKH 110 3aluTe HHQOpMaIIKH.



